On the Legal Protection for Blockchain
Digital Assets under the Chinese Civil Code
Xiao Si1

[ABSTRACT] Along with the development and application of blockchain technology,
blockchain digital assets represented by crypto currencies and digital collectibles have emerged on
an as-needed basis. Despite such a bright development prospect, there has been neither clear
stipulation about these assets’ property attributes in legislation nor consensus on their attribute
determination in China, making the legal uncertainty the biggest obstacle to the development and
innovation of the blockchain digital asset market. There are fundamental differences between
blockchain digital assets and traditional network virtual properties, such as game props.
Blockchain digital assets have many new characteristics endowed by blockchain system so that
they meet the requirements of certainty and controllability of objects of real rights (right in rem),
which qualifies them to be included in the protection scope of real rights. Therefore, China should,
based on Article 127 of its Civil Code, adopt the principle of differentiation in its future legislation
for the protection of network virtual property: to apply the provisions of real rights to the network
virtual property, such as blockchain digital assets that meet the characteristics of real rights, or to
grant protection to the network virtual property with weak control in the form of contractual
claims or new proprietary rights and interests. Thus, China can establish a blockchain digital asset
market and resolve a series of subsequent questions related to bankruptcy, inheritance, divorce,
etc.
Keywords: blockchain digital assets; network virtual property; intangible property; right in
rem; incorporeal things

I. Introduction: Uncertain property attribute as the biggest obstacle to the development
of the blockchain digital asset market
Since the emergence of bitcoin in 2009, the blockchain technology behind it has been
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continuously pursued by all circles across the globe. It has been regarded as the fifth disruptive
computing paradigm and a new basic technology after mainframe computers, the PC, the Internet,
and mobile Internet/social networks, as well as a new base for establishing economic and social
systems.2 In the field of digital assets, blockchain is a distributed ledger technology (DLT) that is
permanent, non-tamperable, verifiable, trustless and programmable, which provides new
paradigms for the creation, issuance, custody, trading, use, etc. of digital assets. As a new type of
assets, crypto currency, crypto collectibles and other forms of blockchain digital assets have
emerged on an as-needed basis to meet tech development demands. They have also been
vigorously created in the development trend of asset digitization and data assetization driven by
blockchain; these blockchain digital assets show a strong market vitality and a broad market
prospect.
At present, there are more than 5,000 types of crypto currencies in the world. Its total market
value was as high as 566 billion US dollars in 2017, but fell to 237 billion US dollars in 2019.3
Among CryptoKitties, a representative product of crypto collectibles, 1.5 million players have
spent 40 million US dollars in their play of the game.4 In addition, the non-fungible token (NFT)
is currently being rapidly developed because of the promotion of the ERC-271 standard made by
the blockchain platform Ethereum.5 As a result, more and more applications of crypto collectibles
based on the NFT standard have emerged one after another.6 It is expected that their value may
reach tens of billions of US dollars in the next few years.7
Blockchain digital assets have advantages such as transparency, credibility, 8 encryption
security, programmability,9 the short period and low cost of transactions, simplification of right
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management, permission of fractional ownership,10 and convenience for community building.11
Therefore, blockchain digital assets have not only been regarded as an important foundation for
the development of digital economy in the future, but they also have been expected to bring about
changes in asset form, financial system, business model, etc. However, there is a great uncertainty
of blockchain digital assets in terms of legal status under China’s current legal system. In short,
users utilize blockchain to support their transactions involving digital assets, which often have
economic value. Users can control their digital assets through private keys, but it is still unclear to
what extent these assets constitute property in the legal sense. Such uncertainty can be understood
from two perspectives: the legislative and judicial practice.
1.1 The legislative and academic status quo for blockchain digital assets in China
The first point of uncertainty regarding the property status of blockchain digital assets
involves the lack of clear stipulation in legislation. In the process of formulating the “General
Provisions of Civil Law” (i.e., the part “General Provisions” of China’s “Civil Code”), there have
been several revisions of the stipulations concerning network virtual property, and what was
adopted in the end was only a provision in principle (Article 127): “Where there are provisions
on network virtual property in any other law, such special provisions shall apply.” This article
shows that network virtual property can be the object of proprietary rights under the civil right
system, but it fails to clarify what kind of proprietary right object it is. Therefore, although this
article retains a space for the legal protection of network virtual property, the holders find it
difficult to fully and stably protect their legal rights and interests of blockchain digital assets
before the law on the protection of network virtual property as it is currently formulated.
Furthermore, the blockchain digital asset market will hesitate to proceed for the lack of legal
certainty and predictability. Although the Chinese authorities formulated financial policy
documents such as “Notice on Preventing Risks of Bitcoins” and “Announcement on Preventing
Financing Risks of Token Issuance”, they hold that bitcoin and Ethereum are “specific virtual
commodity” or “virtual currency” from the perspective of financial supervision. Thus, it is also
difficult to clarify the property attribute of blockchain digital assets according to these
documents.
In fact, the focus of previous discussions on digital assets before the emergence of blockchain
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technology has been the traditional network virtual property, such as game props, virtual items,
accounts, domain names, e-mail addresses, electronic credits, and electronic coupons. These
so-called virtual properties cannot be actually controlled but can be copied wantonly due to their
general lack of scarcity and uniqueness. Thus, it would be strange to claim ownership of them. In
academic circles, the theories about the legal attributes of the traditional network virtual property
such as game props are mainly related to real rights or quasi-real rights, creditor’s rights,
intellectual property rights and other new types of proprietary rights. 12 However, there are
insurmountable difficulties to define such virtual properties as real rights or quasi-real rights
because under the traditional Internet architecture, such virtual properties are not allowed to be
traded, or users often rely on the trusted third-party organizations during transactions. Users also
highly rely on the technical support and guarantee of the network service providers when
exercising their proprietary rights to and interests in such virtual properties because neither party
has absolute control of such properties. Thus, the users have just a nominal owning and control of
such property.
As early as 2003, the author of this paper proposed an idea that the traditional network virtual
properties such as game props belong to the certificates of creditor’s rights and for rights
claiming.13 Therefore, the general theory regards such virtual properties as legal civil rights and
interests so that they can be protected by the legal systems under tort law, contract law, etc. to
balance the interests between users and network service providers. The same conclusion can also
be made according to Article 127 of China’s “Civil Code”. However, blockchain digital assets
have many new characteristics that are different from the traditional network virtual properties
such as game props. This means that it is arguable and inappropriate to mechanically apply the
existing theories about the traditional network virtual properties to blockchain digital assets. In
short, the emergence of blockchain digital assets calls for a reconsideration of the existing theories
about proprietary rights.
1.2 The judicial practice concerning blockchain digital assets in China
The second point of uncertainty regarding the property status of blockchain digital
assets involves a diversified determination of the legal attributes of blockchain digital assets
in judicial practice. In recent years, the world has witnessed an increase of civil and criminal
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disputes involving digital assets such as bitcoin, but there have also been significant disagreements
about how to provide legal protection for such new types of digital assets, and whether that
protection should be provided. According to the Zhonglun Report on the Legal Practice in
Blockchain (Version 2.0), among the existing 507 judgment documents, 441 documents do not
clearly state whether virtual currencies and related rights and interests are protected by law, only
66 documents take positions on the topic, including 17 in clear favor of legal protection for such
currencies and related rights and interests, and 49 against legal protection. Moreover, those
contracts involving crypto virtual currencies are often declared invalid and shall not be protected
by law.14 In addition to the difference in whether to provide legal protection or not, there are
serious disagreements on the legal attribute of crypto virtual currencies in judicial adjudication.
There have been diversified civil and criminal judgments on crypto virtual currencies, which can
be divided into nine categories: (a) specific virtual commodities; (b) specific virtual commodities
– illegal things; (c) specific virtual commodities – non-homogeneous goods; (d) property, things,
commodities and proprietary interest in the general legal sense; (e) virtual property; (f)
uncirculated currency; (g) virtual currency; (h) others’ property and things; and (i) computer
information system data.15 Therefore, the lack of clear legal provisions on the protection of
blockchain digital assets has led to different determinations on its legal attribute in judicial
practice, and it is not conducive to the development and innovation of the blockchain digital asset
market in China.
The failure of current legislation and judicial practices to provide definite and predictable
legal protection for blockchain digital assets has become the biggest obstacle to the development
and innovation of the blockchain digital asset market in China. This has been in sharp contrast
with China’s emphasis on the application of blockchain in digital asset transactions.16 In this
context, it is of great theoretical and practical significance to clarify the proprietary attributes of
blockchain digital assets because a clarification of their legal status will not only strengthen the
confidence in market, as well as certainty and predictability in law, but also be of great
14
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significance for the long-term development of the technology community, legal community,
digital asset transaction market and the global financial service market. Furthermore, the legal
attributes of blockchain digital assets are related to the transactions themselves and will exert huge
influence on many legal relationships such as divorce, infringement, bankruptcy, inheritance,
trusts and theft crime. In summary, the solution to the legal attributes of blockchain digital assets,
a fundamental question in China, can help not only establish a new market, but also smoothly
resolve a series of questions related to blockchain digital assets.
Based on the above considerations, this paper intends to provide a useful reference for the
legal protection of blockchain digital assets in China by an in-depth understanding of blockchain
technology and various forms of digital assets and an analysis of the proprietary attributes of
blockchain digital assets. It should be noted that this paper does not discuss the topics such as
financial supervision and monetary policy related to blockchain digital assets even though they
have been hot topics in terms of blockchain supervision in China and the world.
II. The definition of blockchain digital assets
2.1 Definition and characteristics of blockchain digital assets
Blockchain digital assets are newly emerged intangible assets with their issuance, registration,
storage, holding, transfer or transaction involving blockchain technology. As mentioned earlier,
blockchain digital assets originated from the bitcoin system developed by Satoshi Nakamoto in
2008. Since then, many other systems and applications have emerged, and most of them involved
a form of asset transactions. Being stored in a specific system in a digitized form, these assets are
a digital representation of value or rights more often than not and are identified in the industry as
crypto assets, crypto tokens, etc.17 After considering the diversity of blockchain systems, their
applications and the digital assets of such systems, it is safe to say that although there is not a
precise definition of blockchain digital assets at present, the digital assets with blockchain systems
as the basis for their existence have certain common forms and characteristics, and it is these new
and unique characteristics that distinguish them from the traditional network virtual assets and
physical assets. Generally speaking, blockchain digital assets have the following five common
characteristics: (1) intangibility; (2) encryption attributes; (3) use of distributed ledgers; (4)
decentralization; and (5) a consensus mechanism.
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(1) Intangibility: Blockchain digital assets exist in a specific blockchain system. They are
purely “virtual” assets because they are intangible and cannot be physically possessed.
(2) Encryption attributes: The generation, storage and transaction of blockchain digital
assets rely on encryption technology to a huge extent. Existing blockchain digital assets are
mainly composed of a public key and a private key. Although the public key is open to the public,
the private key is a lengthy string generated by a random algorithm with characteristics such as
unpredictability, nonappearance and randomness. When a digital asset transaction occurs, the
private key can generate a public key, and the latter cannot be backtracked to the former, resulting
in the security of the transaction and the privacy of the private key being guaranteed to a certain
extent.
(3) Use of distributed ledgers: The transactions of blockchain digital assets are recorded by
a distributed ledger, which ensures the features of the transactions such as transparency and
non-tamperability. A typical distributed ledger uses blockchain technology, but other models and
forms exist. However, a distributed ledger differs from a traditional ledger in that its distribution is
on all nodes on the blockchain network, and the distributed ledger is independently saved and
updated by every participant in the network in real time. It can be said that there are two core
problems which need to be resolved for the safe and reliable transactions of digital assets: the first
is to track which account is the owner of a specific asset at a specific time, and the second is to
register the ownership changes for the specific asset. The two problems cannot be completed
without distributed ledger technology.
(4) Decentralization: Blockchain digital assets ideally have the feature of decentralization.
This means that blockchain technology can be used to directly support the transactions involving
digital assets between users without financial intermediaries. Such a high degree of autonomy
reduces the costs and improves the efficiency in transactions.
(5) A consensus mechanism: The rules governing transactions are established by the
participants on informal consensus rather than by contracts or other legally binding methods. As
the underlying technology of blockchain, the consensus mechanism may be used with different
methods, such as proof of work and proof of stake.18 When conducting information transmission
and value transfer, the consensus mechanism can resolve and ensure the consistency and
correctness of every transaction on all accounting nodes. The consensus mechanism is
automatically executed, and it is only the transactions made according to the consensus
mechanism and entered into the distributed ledger that will be accepted as valid by the participants.
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The consensus mechanism may also be used to decide which version of the distributed ledger is
final.
2.2 The classification of blockchain digital assets
In general, blockchain digital assets19 that meet these five characteristics can be divided into
two categories: primary digital assets and digital assets that represent the traditional assets outside
the system.
(1) Primary digital assets: Primary digital assets reference the primary assets on the chain,
which exist entirely on blockchain, and have no “corresponding thing” (usually called assets or
rights) outside the chain. The typical representatives of such assets are crypto currencies such as
bitcoin. They also include digital collectibles or virtual items based on the applications of
blockchain such as CryptoKitties. The former is a fungible token and similar to a fiat currency
because every token is homogeneous, interchangeable and divisible; the latter is a NFT and
similar to a physical form of collectibles because every such token is unique, non-interchangeable
and indivisible. Primary digital assets, or pure digital assets, are pure computer code. They cannot
be used as “agents” for various assets in the real world, and there is no central bank or physical
assets behind them as support.
(2) Digital assets that represent the traditional assets outside the system: These assets are
the digital representation of various physical or non-physical assets that exist in reality, and that
are a representative form of circulation on the chain. Blockchain technology is an important tool to
realize the digitization of assets or tokenization of assets by transforming the off-chain assets such
as tangible commodities, real estate, company shares, money, debts, contract rights into a digital
form, or transferring some already digitized rights and interests to the blockchain system. Thus, it
can not only reduce transaction costs and resource consumption, but also make resource
circulation more convenient.
The Token and Trustworthy Technology Service Providers Act of Liechtenstein that came
into force in January 2020 also divides digital tokens into the two categories from the perspective
of value sources: the token with an endorsement of real value can be regarded as a “container”
19
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representing a certain right, whereas crypto currencies such as bitcoin or crypto assets are tokens
for “empty containers”.20 However, the foresaid second type of digital assets or the tokens used as
“containers” after the digitization of assets brings about new complexity to law, making it is very
necessary to clarify the relationship between on-chain assets and off-chain assets. That prompts
the question, what influence will be exerted by the on-chain transfer of such crypto assets on the
ownership of the off-chain assets in the real world? Additionally, does such transfer mean a
transfer of the off-chain assets? In essence, this transfer involves a question of whether such
crypto assets can be identified as property certificates (title certificates) such as the immovables
registrations, warehouse receipts, bills of lading, bonds, stocks and coupons. This paper only
discusses the proprietary attributes of the primary assets on the chain (that is, the tokens as “empty
containers”).
III. Analysis of the property attributes of blockchain digital assets
As far as the primary digital assets on blockchain are concerned, this paper argues that they
should be regarded as property in the legal sense and can be legally “owned” by people.
Furthermore, if there is a breakthrough in the existing idea that “a thing must have a physical
body” under China’s current legal system, blockchain digital assets can be the objects of real
rights so that the person who obtains such digital assets can enjoy their ownership, or they can
enjoy the rights to possess, utilize, profit from and dispose of the assets. These points that
advocate for the concept of legality and ownership are discussed further in the following section.
3.1 Demonstration that blockchain digital assets conform to the characteristics of real
right
A real right is a right in rem, and it reflects a relationship of the right holder’s control and
dominance of a specific object. The core characteristic of a real right is its dominance and in rem
nature with a thing as its object. Under Chinese law, there is no direct definition of a thing, but it is
explained that the objects of a real right include the movables and immovables, and the rights are
clearly stipulated by law in an enumerated way. Generally speaking, a thing, as an object of a real
right, should have at least the legal characteristics such as specificity, controllability, availability
and ethics. It is clear that blockchain digital assets meet the ethical requirement. Thus, the key for
determining whether they are the objects of real rights under China’s civil law is whether they are
specific and controllable, as well as the understanding and interpretation of incorporeal things.
(1) Blockchain digital assets are specific, determinable, durable and stable objects that
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meet the specific requirements of a real right object. In civil law, a thing must be independent
and specific, must be distinguished from other things in real form, and must have certain
durability and stability. Blockchain digital assets meet these requirements. In general, a blockchain
digital asset is expressed by a pair of data parameters: a public key and a private key. As part of
the public parameter, the public key is known to the world or all participants under the system, and
contains information such as ownership, value and transaction history about the asset. As part of
the private parameter, the private key is controlled by the holder, and is permitted to confirm the
transformation and transaction of the crypto asset in a manner with digital signature and encrypted
security. The transfer of digital assets must rely on the encryption and decryption of both of them,
and the transaction cannot be completed by the public key or the private key alone. Therefore,
according to the regulations under the relevant blockchain system, it is sufficient to determine a
crypto asset through its public parameter, and it can be identified by everyone who has access to
the system. This means that every crypto asset is specific. In particular, every NFT crypto asset is
unique and cannot be copied.
In terms of durability and stability, the relatively perpetual existence of crypto assets is like
other traditional financial assets. It means that they will always exist before they are revoked,
exchanged, repaid or exercised. The stability of blockchain digital assets mainly involves two
questions. First, although it needs some time to reach a consensus on the status of the ledger and
the validity and order of transactions according to consensus mechanism, some believe that there
is a risk that the earliest six blocks in the bitcoin system might be modified because temporary
consensus may be changed. Although in this scenario the earlier ledger records were also unstable
in theory, there will be an increasingly small possibility of it being changed over time. Second,
although the change in the consensus mechanism might have been proposed, it has not been
universally accepted by all participants, leading to a fork in the system. It means that the
participants in different groups may follow different rules; in other words, they will recognize
different transactions and maintain different ledgers. In essence, such practices will divide a
blockchain system into two systems, each with its own crypto currency and separate ledger. The
author believes that blockchain digital assets can still be regarded as property because there is no
absolute certainty and stability, and they have sufficient perpetuity and stability even if the
aforementioned questions are not resolved. Thus，for a commercial crypto asset system with a
large number of participants, certain transaction history and stable rules, it has sufficient stability.
To a lesser extent, even if when it comes to the traditional assets, they are still at risk of being
reduced, rotten, lost or destroyed.
(2) Blockchain digital assets have a characteristic of controllability. The object in the civil
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law must be controlled by people.21 In general, the controllability here emphasizes the state or
relationship between the civil subject and the objects. For example, a person can achieve the
purpose of his right only according to his own intention,22 a subject can act on the object on his
own,23 or he can unilaterally realize his own intention on an object without the cooperation of
others’ intentions.24 If the civil subject’s control of corporeal things is mainly represented by his
control based on physical attributes, then the controllability of blockchain digital assets as
intangible objects is represented by the control power generated from and based on technical
attribute. In other words, although blockchain digital assets cannot be physically and realistically
possessed, the holder of the private key can exercise an exclusive control of the specific digital
asset by the private key, and such control is not influenced by the will of others.
First, the private key is crucial for the holder to exert control of blockchain digital assets. As
previously mentioned, blockchain digital asset is often composed of a public key and a private key.
The public key contains the encoded information of the relevant asset and is the open part of the
key. The private key is a random parameter on every blockchain, and it is held by the user in
private and not open to the public. The two together is a typical use of asymmetric algorithm
encryption. The encryption confirmation process meets the requirements of control and exclusivity,
and only the holder of the private key is permitted to trade in the crypto asset (e.g., transaction) in
order to exclusively control the asset. It can be seen from the perspective of the dynamic
transaction process that it is ensured that the transferred digital asset can only be unlocked by the
assignee with his private key after it is encrypted by the assignor with the assignee’s public key.
The assignor uses his own private key for a digital signature, whereas the assignee uses the
transferor’s public key to authenticate the signature identity and confirm that the transaction
source is correct. Therefore, a person who has a private key in the blockchain system owns a
digital asset saved at the private key address. Thus, he can exclusively control the circulation of
the asset according to his own will without any claim on anyone.
Second, this control is absolute and can exclude others from using the asset. Widely accepted
theory said, “The right to dominance is a right by which the right holder can unilaterally exercise
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his own right to an object without the cooperation of others.”25 In the past, the transactions of
network virtual property such as game props often depended on network service providers who
have strong control of such transactions because the users do not have absolute rights to the virtual
assets, but rather creditors’ rights to the network service providers. The virtual property is the
certificate for users to claim rights against the network service providers. In the context of
blockchain, the decentralization of blockchain means that the transaction of blockchain digital
assets is completely determined by the private key holder, thereby ensuring that the private key
holder has an absolute and unique control of his crypto assets. Furthermore, as mentioned earlier,
the cryptographic authentication process used in blockchain architecture only allows a private key
holder to trade his asset, and no person other than the holder, including the developers of the
system, can take any action against his asset, thus guaranteeing the absolute (i.e., contra omnes
gentes) control of the private key holder over the relevant asset. In summary, a blockchain digital
asset can be exclusively controlled by a holder without a need to request the assistance from others,
and the requirements of constituting a real right such as controllability and in rem nature have thus
been met.
(3) Blockchain digital assets are available. Although the academic circles have not yet
reached a consensus on the connotation of proprietary rights, it is generally recognized that
property must have value, and an object in civil law must be possible to satisfy certain material or
spiritual interests of its subject. There are many understandings of the term “value”. It is generally
believed that value is an objective existence and can be measured by the labor input contained in
commodity production, whereas some views hold that value equals scarcity. In different scenarios,
value can be embodied in different meanings such as a price in economy and a meaning or
importance to people. According to Professor Wu Handong, an IP expert, “A right with personal
interest of a subject as targeted matter should be regarded as a personal right. However, it cannot
be asserted that proprietary right must be the right with economic interests as its contents.”26 The
value is self-evident for digital assets endorsed by the assets of and rights to the immovables,
physical goods, fiat currency, company’s shares, creditor’s rights, securities, etc.
As for an on-chain primary asset that does not represent any off-chain value, its value is
endowed by a blockchain system and also depends on the social contract binding the participants,
but its value will also fluctuate with the changes of economic and political environment. First, the
scarcity of crypto assets is guaranteed by blockchain technology so that the holding and
25
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transaction of digital assets will not be meaningless just because such information can be infinitely
copied. Bitcoin was once called “digital gold”. Specifically, its scarcity can be ensured by setting
an upper limit of issuance and for the fact that it is difficult to mine.27
One can examine the online game virtual item market as an example as well. Blockchain
technology can create virtual items with scarcity that are not controlled by anyone compared to the
scarcity created by the traditional game developers based on their intentions and commitments;
and virtual items have proprietary attribute because only a limited supply can create a great
demand for these virtual items.28 In addition, the digital assets on blockchain also have other
meanings besides economic value, including the value for collection or the blockchain games,
such as CryptoKitties and Decentraland, in which the unique digital collectibles and digital works
of art in the game can be bought, collected and traded by and between users. Blockchain
technology can ensure that such digital collectibles cannot be reproduced, and their scarcity is thus
realized to satisfy people’s desires and fundamental needs to own rare things. NFTs can be used to
represent any digital collectibles, and their scarcity and uniqueness make digital collectibles closer
to the traditional physical collection activities such as traditional philately. Users can use crypto
wallets in their smartphones to store and trade their NFT assets. For example, Gifto Wallet and
Gifto Chain enables users to create and trade various virtual gifts, and supports such transactions
to be paid by multiple crypto currencies and to operate on different platforms; this truly connects
content creators and their fans with each other and each benefits from such connections.29 At
present, with the support of blockchain technology, especially the Ethereum blockchain ERC721
standard, digital collectibles are becoming blockchain applications with the brightest prospect
after crypto currencies. In the future, online games, IP and original digital art and their
combination will inject huge development vitality into the blockchain-based digital collection
market.
In addition, the value based on a consensus mechanism cannot be denied because blockchain
digital assets are saved in a specific system and their value will be lost after they are removed
from the system. The traditional real rights law does not deny the existence of the value of a
particular thing because it does not possess universality. For example, the law still recognizes the
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significance of a relative’s relic, a small commodity with commemorative meaning even if it is
just a photo or an old thing. Since the object with a value to a particular subject can be recognized
as property, the value formed on the basis of a consensus mechanism should also be recognized
and respected. Currently, there are more than 32 mainstream blockchain consensus algorithms.
After an exploration period, the main research direction in the next stage will be the
standardization of consensus algorithms, and a universal consensus algorithm may also be an
agreed upon blockchain. Therefore, it is not appropriate to deny the value of blockchain digital
assets just because of the differences in consensus mechanisms at this stage.
In summary, this paper argues that blockchain digital assets meet the characteristics of the
objects of real rights. As a new type of intangible property, it has the features of real rights such as
controllability and in rem nature. Additionally, the key for whether it can be included in the scope
of the objects of real rights is the understanding and interpretation of such objects, which will be
discussed below.
3.2 An analysis of the obstacles to include blockchain digital assets in the protection
scope of real rights
Before the relatively new type of intangible property of blockchain digital assets is included
in the scope of a real right, two obstacles must be resolved: whether the objects of real rights
include incorporeal things, and how to remove the obstacles caused by the information attributes
of blockchain digital assets.
3.2.1 Obstacles caused by the statutory types of real rights
Blockchain digital assets are intangible and purely virtual property with certain objects that
can be controlled and used. This viewpoint conflicts with not only the idea from the traditional
science of civil law that “a thing must have a physical body”, but also the concept of incorporeal
things within traditional civil law. This conflict creates obstacles to interpreting blockchain digital
assets as the objects of real right protection.
First, blockchain digital assets are not corporeal things because they cannot be physically and
realistically possessed. Article 115 of China’s Civil Code states, “Things include the immovables
and the movables. Where laws stipulate that rights are taken as objects of real rights, the
provisions of such laws shall prevail.” In general, the immovables and the movables mentioned in
the article refer to corporeal things. Human’s control of things has been improved with continuous
developments in science and technology. Natural forces, such as the energy related to light, heat
and electricity, have been accepted as “things” in civil law, and can be governed by the relevant
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rules of the movables though they have no corporeal characteristics.30
Second, there are certain difficulties in classifying blockchain digital assets as “incorporeal
things”. In China’s current real rights law system, the so-called “incorporeal things” generally
refer to rights only, and need to be clearly provided by law. Therefore, because the concept that a
thing must have a physical body and “incorporeal thing” only refers to rights, an exceptional
method can be adopted for the objects that exist outside particular rights and have economic value:
to interpret them as the exceptions of corporeal things or as other protected rights and interests in
juxtaposition with the objects of real rights.
At present, the on-chain primary assets do not reference any rights that exist outside the chain,
and they cannot be easily regarded as “incorporeal things” according to the traditional theory.
However, with the development of immaterial wealth (property) in the digital age, 31 many
scholars have begun to question and rethink the concept that “a thing must have a physical body”,
and they are seeking a possible method for protection. For example, some scholars hold that a
unified concept should be established to include all proprietary rights and to form a new
proprietary right system.32 China has just adopted such a method in its Civil Code. Some scholars
argue that real rights law is governed by proprietary relationship, and should include and reflect
the property with monetary value formation in modern society by extending the denotation of
incorporeal things according to their scientific principle.33 At least, the above controversies show
that there is still much room for discussing the concept and scope of things.
The author believes that the concept of intangible or incorporeal things should not be
regarded as static, but rather as having enough flexibility to be adapted to the continuous
development of a sociotechnical system. Since China’s real rights law can accept the objects with
incorporeal characteristics, such as electrical and heat energy, as “things” in the civil law and grant
protection to them as the movables, there is now reason to include blockchain digital assets with
real value in the scope of real rights protection. In the current digital and intelligent world, abstract
and intangible property is emerging quickly.34 Although the main part of intangible proprietary
30
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rights is intellectual property, 35 intangible property like blockchain digital assets cannot be
regarded as new intangible property under an intellectual property system. If the law were
confined by the traditional view that a real right (ownership) could only be applied to tangible
property, it would be impossible to provide adequate legal protection for blockchain digital assets,
and it would not be conducive to the innovation and development of market for them. Furthermore,
the expansion of a real right theory from tangible property to intangible property is an inevitable
requirement for digital development.
Under the current development trend of the digital economy, blockchain digital assets
undoubtedly represent the future. Thus, it requires appropriate development in the types of real
right objects, an expansion of the concept of incorporeal things, or a recognition of digital assets
as the “third kind of thing” other than corporeal or incorporeal things, with statutory rights as the
core. If so, blockchain digital assets can be protected by law as the objects of real rights so that the
real right system can advance with the times. Hence it is not only necessary for reality, but also a
forward-looking move and legal innovation for the future. The author believes that blockchain
digital assets should be protected by a real rights law because they are different from the
traditional network virtual property in their possession of many new characteristics that align well
with the real right theory. Therefore, such protection in China will not only have the least impact
on the current property right system, but also provide complete legal protection for blockchain
digital assets.
3.2.2 Obstacles caused by the information attributes of blockchain digital assets
In the legal sense, another obstacle regarding classification of blockchain digital assets as
property is that it is difficult to regard purely digital information (i.e., data) itself as property even
though the carrier of information may be recognized as property. Due to its lack of exclusivity,
information can be copied easily, and it is impossible to differentiate its original and copy whereas
both of them have the same commercial value. Once it is disseminated, information can be used
by different people at the same time. Unlike property, information cannot be transferred but only
transmitted. After the dissemination, both parties have the same information. These characteristics
make it difficult to exert actual control over the information or decide who is the real owner of the
information.36 Therefore, some scholars hold that the data has no specificity and independence
and cannot be covered by intangibles, included in the objects representing civil rights, or regarded
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as independent property.37 However, virtual property, as electronic data, has the characteristics of
circulation and sharing in nature, whereas copy, deletion, uploading and sending are its inherent
functions, which are in direct conflict with the requirement of an object’s certainty.38
As far as this issue is concerned, although blockchain crypto assets are represented by public
and private data, it should not be deemed that crypto assets are composed of these data. On the
contrary, the data should be regarded as the record of the assets and the key for the transaction of
the assets. Therefore, the commercial value of crypto assets does not lie in the recorded data
themselves, but in the possibility that the person in possession of the data can start, confirm and
validate the transaction according to the rules of the system. In other words, what is important is
not the information displayed by the data themselves but rather the ability the data brings to its
owner. For example, the private key of the bitcoin system is a 256-bit randomly generated number,
and such data has no value. The key is the mathematical relationship between the data and the
corresponding bitcoin public address, which allows the transactions from this address to be signed
with encryption and confirmed. Therefore, crypto assets are different from the intellectual
property rights, which are also information. Crypto assets do not transmit, express or convey
anything. They are just a token used in the system. Of course, an NFT asset, as a digital collectible,
may involve both intellectual property rights and the ownership of NFT asset holder, and there is
no conflict between them.
Furthermore, many questions faced by claiming ownership of information will not arise in
the case of crypto assets. Although data related to crypto assets can be copied, the transaction
ledger and consensus mechanism can prevent double spending by private key holders and ensure
that the assets will not be controlled by multiple people at the same time. Even if the private key is
shared with others through an off-chain transfer contract, another person will only have a
temporary control. Once the assets are transferred on the chain, an exclusive control is achieved.
Therefore, it can be said that crypto assets, as a collection of public data, private keys and system
rules, conform to the characteristics of real right objects, and the nature of their information does
not prevent them from constituting property in the sense of ownership.
Based on these arguments, it can be proposed that blockchain digital assets align well with
real right theory, qualifying the assets to be accepted by a real right system as the objects of real
rights. Legal holders can claim ownership of them, and they can enjoy the rights to possess, utilize,
37
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profit from and dispose of them. However, it cannot be ignored that China is a country with a
strict statutory real right system under which no clear legal provision has been made for
blockchain digital assets. Therefore, they can be interpreted as a new type of intangible property in
the current law and included in the protection scope of network virtual property provided for in
Article 127 of China’s Civil Code.
IV. Suggestions for the legal protection of blockchain digital assets under China’s civil
law systems
4.1 The relationship between blockchain digital assets and Article 127 of China’s Civil
Code
After years of academic discussions and industrial disputes, China addresses both the
development trends of the digital age and the needs of property rights in its Civil Code. Before
that, a principle provision was stipulated in Article 127 of China’s General Provisions of the Civil
Law that said: “Where any laws provide for the protection of data and network virtual property,
such laws shall apply.” The position of this article showed that the law has clearly defined network
virtual property and data as the objects of civil rights and interests, though it did not clearly define
them as the objects of rights, including real rights and other property rights. Moreover, the Civil
Code has established a broad proprietary right system covering real rights, creditor’s rights,
intellectual property rights, and new intangible property such as data and network virtual property.
In this context, the proprietary attributes of network virtual property and data have attracted the
attention of academia and industry. In the Opinions of the CPC Central Committee and the State
Council on Improving the Systems and Mechanisms for Market-based Allocation of Factors of
Production released in April 2020, data are listed in parallel with the traditional production factors
such as land, labor, capital and technology in addition to a clarification of the importance of data
as a new type of production factor and a proposal to “improve the nature of property rights
according to the nature of data”.39
An exploration of its legislative process shows that the “General Principles of Civil Law
(Draft)” considered in June 2016 actually provided separate provisions for network virtual
property and data. Article 102 stipulated that “things” include immovables and movables, and that
where laws stipulate that specific rights or network virtual property are taken as objects of the real
rights, the provisions of such laws shall prevail. Article 108 listed “data information” as the
objects of intellectual property rights. It can be said that the earliest legislative idea was to protect
39

Cao Jianfeng’s (曹建峰), Shuju Shangsheng Wei Shengchan Yaosu Diwei ，Gu Wai Sh Ju Zhengce Qushi
Daigei Women Naxie Qishi ?(数据上升为生产要素地位，国外数据政策趋势带给我们哪些启示?) [WHAT CAN
CHINA LEARN FROM OTHER COUNTRIES IN DATA POLICY TREND WHEN DATA ARISES AS A PRODUCTION FACTOR?],
see the official website of Tencent Research Institute, https://tisi.org/14384 (last visited May 21, 2020).
18 / 28

network virtual property and data respectively as the objects of real rights and intellectual property
rights. However, due to the huge controversies over these two articles at that time, the legislators
later made some compromises in the form of the principle provisions of Article 127 of the General
Principles of Civil Law. Nonetheless, some scholars argue that the textual evolution of the articles
(draft) of the General Principles of Civil Law and the logical reasoning show that network virtual
property is an object of real rights and a new type of thing (i.e., virtual thing) over which an
ownership can be established.40
The author believes that the relationship between blockchain digital assets and Article 127 of
the Civil Code can be understood at two levels. The first is the relationship between blockchain
digital assets and data. In a broad sense, data41 can cover intellectual property objects, network
virtual property, etc. There are two meanings in this regard due to the characteristics and
complexity of data. On the one hand, there may be multiple legal interests over data, which can
include intellectual property rights on the data (including copyright, patent right and business
secret), personal rights and interests (including personal information protection), contractual rights
and proprietary rights in competition law.42 On the other hand, it is difficult to establish a new
absolute right like a real right outside the existing legal systems such as intellectual property
rights.43 Although it was previously mentioned that blockchain digital assets are essentially
electronic data, a blockchain system helps them overcome the insurmountable obstacles to be the
objects of ownership. In this sense, blockchain digital assets exceed the scope of data ownership in
the general sense and should be given special treatment. The second is the relationship between
blockchain digital assets and network virtual property. As a large category, network virtual
property has many types such as accounts and virtual items, including blockchain digital assets. It
is just a relationship between the general and the special. Different types of network virtual
property have very different characteristics, which influence the form of the legal protection for
them. This means that it is impossible to formulate uniform legal protection rules for network
40
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virtual property, but it is necessary to make different rules for network virtual property according
to their different types and characteristics.
In fact, to construct a theory on intangible property has great theoretical and practical
significance in the current age with comprehensive digital development in economy and society.
As a large category, intangible property is not a unified civil right, but may refer to different
proprietary rights. For example, intangible property in the sense of intellectual achievements falls
within the category of intellectual property rights, blockchain digital assets are more likely to fall
within the category of real rights, and contractual claims and new types of property rights and
interests may be beyond data and other network virtual property. This means that intangible
property can be classified into the scope covered by real rights and intellectual property according
to its nature and characteristics, and other intangible property that cannot be classified into the
traditional proprietary rights can be protected by contractual claims and new proprietary rights. In
contrast to other theories of treating all network virtual property as a new type of proprietary right
(right and interest) without differentiation, the author proposes the intangible property theory with
a consideration of the different characteristics of intellectual achievements, data and different
network virtual properties. The theory has both an arrangement of appropriate property right
protection mode based on such considerations, and a strict logical self-consistency. Therefore, the
theory can also adapt well to the complicated and complex reality.
4.2 The choice for future legislation and judicature in China
Based on the aforesaid intangible property theory, the author believes that China should adopt
a method of classified protection according to the characteristics and degree of controllability of
different types of network virtual property when formulating the protection provisions for network
virtual property in accordance with Article 127 of the Civil Code in the future. The author has a
primary idea in this regard: there should be an application or referential application of the rules of
real rights law in the protection of the network virtual property such as blockchain digital assets
that meets the characteristics of real right; the protection granted to other network virtual property
with relatively weak controllability should be based on their specific mechanisms, models and
characteristics and in the form of contractual claims, new types of property rights, etc.
Under this legislative model, the first thing for a judicial organ handling a specific network
virtual property is to determine whether it meets the requirements of real rights objects such as
specificity, controllability and rem in nature. If the answer is yes, a court should protect such
network virtual property as a real right; if the answer is no, it should protect it in other forms
according to the specific situation. Based on the demonstration in this paper and by tokenization,
blockchain can be used to create digital assets with unique characteristics, which could enable
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people to make digital assets unique, unchangeable, unforgeable, non-copyable and absolutely
transferable. These unique characteristics are sufficient to qualify the digital assets as the objects
of real rights. Therefore, the primary blockchain digital assets on the chain meet the characteristics
of real rights. Before the legislation clearly grants a protection of real rights to them, judicial
organs may try to include them in the protection scope of real rights law without violating the
basic spirit of the law by an expansive interpretation of the law, or at least grant them maximum
protection according to Article 127 of the Civil Code.
4.3 Rules for the protection of blockchain digital assets as real rights
4.3.1 Owner of ownership and transfer rules.
Generally, an owner is defined as a person who legally possesses a tangible property (e.g., a
book). When it comes to owners of blockchain digital assets, a person who knows and holds the
private key of a crypto asset in a legal manner should generally be regarded as the owner of the
asset. Of course, such determination also depends on the specific situation and the rules of the
relevant system. For example, where a private key is held by a representative of another person
(such as an employer or client), or by a custodian or intermediary, the ownership will be
determined according to the rules on agency or trust. A crypto asset may have more than one key.
If so, the ownership will be jointly owned or shared by multiple holders. If a hacker obtains a
private key by illegal methods such as network attack or intrusion, he is naturally not a legal
owner of the key, and the owner has the right to recover the asset when the hacker disposes of the
asset. However, the bona fide acquisition rule for governing real rights may also be applicable to
blockchain digital assets. The initial creation or acquisition of crypto assets relies on the rules of
the system. For example, bitcoin is created as a reward in the mining process used to construct and
confirm the ledger, and participants can achieve an initial acquisition of ownership of bitcoin by
mining. In addition, it may be difficult to identify the true owner of a particular asset in a
blockchain system that adopts anonymous transactions because all transactions are made and
transmitted to an anonymous address identifier. However, this does not mean that the asset does
not have an owner.
The transfer of blockchain digital assets usually takes place on the chain. When conducting a
transaction, the assignor usually modifies the public parameter or generates a new parameter of his
asset to create a record of the transfer (including the assignee’s information). Then, the assignor
uses the private key to sign the transfer record digitally to complete the confirmation. After that,
the asset is linked to the assignee’s private key and is under the assignee’s exclusive control. The
ownership transfer is completed when the assignor completes the confirmation of the transaction
and broadcasts it to the blockchain, namely when the transaction is accepted by the consensus
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mechanism and recorded on the blockchain ledger. This means that the transfer of blockchain
digital asset ownership is more similar to the registration of immovable property than it is to the
delivery of movable property because the assignor usually generates a new or modified public
parameter and private key for the crypto asset in the case of digital asset transfer. Although the
data representing the “old” crypto asset still exists in the blockchain network, it has no value or
function because the asset is deemed as having been spent or canceled under the consensus
mechanism. The “new” crypto asset is represented by the new data and controlled by the new key.
Obviously, this is essentially the same as the new registration made by a centralized immovable
property registration agency for the transfer of immovable property and confirmation of the new
ownership thereof.
Once the transaction is recorded on the blockchain ledger, any attempt by the assignor to
retransfer the asset will not be accepted by the consensus mechanism, thereby avoiding the
occurrence of double transactions. In addition, the phenomenon of selling one thing to two persons
in reality may also befall blockchain digital assets. For example, there is a risk that the assignor
may transfer the asset twice before the transaction is recorded on the blockchain ledger. If the
second transfer is listed in the blockchain ledger before the first one, the assignee’s crypto asset in
the first transaction will not be considered as a valid transfer, and thus it will be worthless in
practice. In another example, an assignor could sign off-chain transfer contracts with two persons
at the same time, but the second assignee completes the transfer before the first assignee. In these
cases, because the time node of ownership transfer is determined by the record on the chain, the
second assignee obtains ownership, and the assignee constitutes a breach of contract against the
first assignee.
In addition, transfer may also be conducted off the chain. For example, the two parties signed
a contract to transfer a crypto asset but fail to complete the on-chain transfer process. Although
some Chinese Courts have made judgments that such contracts are invalid, this paper suggests that
there is no justification for refusing to recognize and fulfill such contracts. However, an off-chain
transfer will also result in practical difficulties: because the assignor still holds the key, he may
bypass the off-chain contract and transfer the crypto asset again, leading to a repetitive transaction.
These issues can be properly resolved within the existing legal framework of contract law. Of
course, it also requires a legal recognition of blockchain-based signatures (the person conducting
the transaction), time stamps (the time of transaction occurrence), confirmation (the person
confirming the transaction) and “documents” (transaction or contract-related data).
4.3.2 Contents of blockchain digital assets as ownership rights
Generally speaking, under China’s civil law systems, the obligee of the ownership of a
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blockchain digital asset as a real right enjoys the rights to possess, utilize, profit from and dispose
of the asset. It is also possible to protect blockchain digital assets with reference to the regulations
of the movables like intangibles such as electrical and light energy. This means that security rights
such as mortgages, pledges, and liens can be established over blockchain digital assets.
Traditionally, an establishment of a pledge or lien on movable property requires a transfer of
physical possession of a thing, but blockchain digital assets cannot be physically possessed like
tangible things. Does this mean that it is impossible to establish a pledge or lien on blockchain
digital assets? The author tends to believe that the answer is yes. For example, restrictions may be
imposed on the exercise of the asset through smart contracts, thereby generating certain
automatically executed behaviors to meet the requirements of the security interest.
As far as crypto currencies are concerned, if their statuses as currency are recognized by
legislation in the future, they will be protected as homogeneous goods. It implies that possession
means ownership: there will be only an application of the principle of returning equal value in the
case of return, it cannot be used as the object of a pledge, and no person can object to an
enforcement of property.44 Until then, however, crypto assets are still heterogeneous goods, and
the rules for the protection of real rights should be applicable to blockchain digital assets.
V. Prospects for the application of blockchain digital assets
Blockchain technology provides new opportunities for the development of digital assets and
transactions, which can more easily change an array of tangible and intangible assets into various
types of “tokens” that can be widely traded and circulated as well as stored in a new (usually
decentralized) way. This will open up new areas for the capital market as well as the broader
market and economy. It can be said that the development in the past ten years or more has proved
that blockchain technology is the best solution to digital asset transactions and applicable to any
form of asset transactions. In addition to very broad prospects for the application of blockchain
digital assets, there may be unprecedented new applications in the future. The recognition and
protection in law will further stimulate the innovation and development of the blockchain digital
asset market. The following are five exciting application scenarios for the future development of
the digital economy.
(1) Asset digitization: Asset digitization or asset tokenization is a process of transforming
traditional assets by “tokenization”, which brings new advantages to the registration, storage and
transaction of traditional assets. Under blockchain framework, all assets can be changed into smart
properties. That is, every asset can be written into blockchain and represented by a unique
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identifier so that the asset can be tracked, controlled and traded, which means that all tangible and
intangible assets can be registered and circulated on blockchain. This is a great vision of
blockchain in the asset trading market, and an entirely new asset trading model is expected to be
established. This development trend is called “tokenization”. The first wave under such a trend is
the tokenization of financial assets because these markets have been digitized with the
involvement of asset transfers and ledgers, making them naturally suitable for blockchain. The
traditional liquidity financial markets related to stocks, creditor’s rights and derivatives are
excellent applications of tokenization. As far as the initial offering of blockchain companies is
concerned, STOs will be a phenomenal presence in the short and medium term. Tokenization can
also be used to strengthen the liquidity of financial assets with poor liquidity such as private equity,
venture capital and the immovables, and to grant liquidity to unlisted financial instruments such as
an employee’s shares in private companies. The immovables are also expected to be moved on the
chain so that people can register, transfer and trade them directly on blockchain. For example, the
Red Swan, a US commercial immovable property trading company, and Polymath, a blockchain
platform, have cooperated and tokenized immovable property with a value of 2.2 billion US dollar;
this has created an immovable property transaction business based on blockchain, which not only
provides investors with high liquidity, but also allows people who cannot afford to invest in the
entire immovable property to invest in a part of it. A similar practice of tokenizing immovable
property continues to emerge in 2020.45 Of course, although it is a promising development of
asset digitization in the future, there should be changes and preparation at an institutional level for
the development to be realized.
(2) Property rights to data: In China, “data” was stipulated as production material for the
first time in 2019, and its important status as a new production factor was further clarified in 2020.
Under this background, there will be an increasingly strong demand for data ownership and
transaction rules for the development of the digital economy. The government and all sectors of
society are also calling for the establishment of a data property right system. For example, the
European Union (EU) has proposed establishing data producer’s rights. This proposal outlines the
rights that an owner or a long-term user of an equipment (such as the tenant) has based on his
operations such as collection, analysis and processing, including the right to use and permit others
to use the data as well as the right to prevent others from using or obtaining the data without
authorization. The EU also clarifies that the right is a nature of ownership rather than a nature of
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intellectual property.46 Traditionally, however, to claim ownership of data information has to face
many practical difficulties because of information’s features such as non-exclusivity,
dissemination, and possibility to be unlimitedly copied, which makes data claiming and data
ownership determination pointless. However, blockchain technology can provide technical
conditions for the construction of data property rights because blockchain can ensure that every
digital object is unique and impossible to be copied and has a clear owner and a bounded account
of the owner. Therefore, blockchain is expected to support the data transaction market to cover the
right confirmation as well as the sharing, licensing and transaction of data.
(3) Digital Collectibles: There is a huge market of virtual items in online games. In 2018,
global players spent 138 billion US dollar on games.47 However, these items were not owned by
game players in reality but stored in the servers of game service providers. In addition, all game
players also face a risk that the virtual items may be lost, damaged, stolen or traded on the black
market, resulting in a loss of hundreds of millions US dollars every year. Blockchain can provide a
safe and reliable new way for storing, controlling, using and even trading in-game items, which
will greatly increase their functional, economic and social values.
For example, game developers can, by using blockchain technology, create rare virtual items
and ensure their scarcity because only limited supply can create great demand for these virtual
items. Blockchain technology can also be used to safely and permanently store these virtual items,
and to further support or prevent their transactions. In other words, blockchain technology can
enable these virtual items to become real digital assets with property attributes. Tokenized digital
collectibles are also worth consideration. For example, users can buy, collect and trade unique
digital collectibles and digital artworks in blockchain games such as CryptoKitties and
Decentraland. Such NFTs can represent any digital collectibles, and the scarcity and uniqueness
features of the NFTs make digital collectibles closer to the traditional physical collection activities.
Users can store and trade their NFT assets through a crypto wallet in their smartphones. As
mentioned earlier, Gifto intends to create a common infrastructure for creating and trading virtual
gifts, which is a typical representative application in this regard. In the future, there will be a
combination of online games, IP and original digital art, and such combinations will inject huge
development vitality into the blockchain-based digital collectibles market to meet people’s
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fundamental desires and needs to own scarce things. In addition, “digital twins” targeted for
luxury goods and other objects can also be created for new markets and usage methods.
(4) Digital commodities transactions: Users can buy digital commodities such as e-books,
digital music and software in the digital world, but cannot have ownership of those commodities
as in the real world because they are not tangible like paper books, CDs and DVD. Therefore, a
model of intellectual property license is often adopted in the sale of digital commodities. However,
the issue of digital resale has continuously prompted discussion among academic circles and
judicial practices, specifically regarding the application of the intellectual property exhaustion
principle in a network environment. To this end, blockchain technology can be used to support the
resolution to the ownership remolding of digital commodities and to the transfer difficulties
caused by information replication, thereby realizing the real transfer of digital commodities.
(5) Identity as an asset: Blockchain technology can be used to provide a feasible solution
for personal digital identity management. On the one hand, users can have a better control of their
personal information sharing scenarios, including who should be informed of private keys. On the
other hand, it may even be possible to create new business models. For example, users may be
permitted to monetize (e.g., rent or sell) their personal data.
In addition, tokenization can be used to measure, evaluate and trade things such as
environmental impacts and other economic “negative externalities” that cannot be traditionally
traded. These externalities (e.g., carbon credits) are considered to have important economic and
social characteristics. It will be practical to use blockchain technology to tokenize such
non-financial assets.
VI. Conclusions
In the ten-plus years of its development, blockchain technology has led to an increasingly
booming digital asset market. Many countries have regarded blockchain and distributed ledger
technology as breakthrough technologies in next few decades, and raised blockchain to be their
national strategies one after another48 to vigorously promote their development and application so
that they may become the global blockchain innovation centers. In this context, although the
market scale of digital assets based on blockchain is still very small due to the constraints of the
imperfect systems and other factors, blockchain digital assets and smart contracts represent the
future of economics and the legal field. There will be more scenarios for their application in the
future, and more possibilities will be created by integrating blockchain into technologies such as
artificial intelligence, the Internet of things (IoT) and virtual reality (VR). Before that, an
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appropriate systematic and legal framework should be established for the development of
blockchain digital assets and smart contracts. This framework should include, but is not limited to:
the legal status of blockchain digital assets and smart contracts; whether a “token” as the carrier of
off-chain rights is a legal and effective registration, certificates of rights (real rights certificates),
or financial instrument; the legal recognition of signatures, time stamps, confirmations and
acceptance of “documents” on the basis of blockchain; legal remedies for the undertaking of
responsibility for and jurisdiction over digital asset transactions and smart contracts; the legal
status and undertaking of responsibility related to a distributed autonomous organization (DAO).
Only in this way can China ensure a sustainable innovation in blockchain digital assets and smart
contracts, thereby taking the lead in the future digital economic development of the world.
For the purpose of this paper, crypto assets such as crypto currencies and digital collectibles
have been identified as not having any off-systematic value or rights in the real world. As pure
virtual assets, whether they can be regarded as legal property, especially being treated as a real
right, depends on their characteristics, the rules of the system on which they exist and their related
purposes (e.g., inheritance and divorce property division). In theory, as a new type of intangible
assets, blockchain digital assets are obviously different from the traditional network virtual
property such as game props; holders can exercise exclusive dominance and control over their
blockchain digital assets based on private keys, which is most consistent with real right theory.
Thus, it is enough for them to constitute the objects of real rights and to be accepted by the real
rights law system. However, there are certain difficulties in incorporating them into the object
scope of the China’s real rights law because it is a country with adherence to the principle of
statutory real rights. In future legislation, China should adopt the principle of differentiation to
include network virtual property such as blockchain digital assets that conform to the
characteristics of real rights in the protection scope of its real rights law; in this way they will
provide protection for other network virtual property with relatively weak controllability and
dominance in the forms of contractual claims and new-type property rights and interests.
Of course, the reason for the development and growth of the decentralized blockchain digital
assets is that the trust mechanism and code rules supported by blockchain technology play an
institutional role to some extent to support safe and reliable point-to-point transactions. This
means that blockchain can be used to support cross-platform and even de-platform business
activities in the future, so that intangible assets such as goodwill, accounts and virtual items truly
belong to the parties rather than being controlled or restricted by the platforms at present.
However, it is impossible and unrealistic in the foreseeable future that the codes and technical
rules would completely replace the law according to the ideas advocated by technology
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enthusiasts.49 That is the reason for the laws and institutions to be adaptable to the development
trend of digital assets and smart contracts. In essence, people’s behavior and activities around
blockchain digital assets need to be co-adjusted by moral, legal, market, technical and other forces.
After all, historical experience has shown that disruptive technology and law can always achieve
each other’s goals in the end, and it is believed that blockchain digital assets can also promote a
legal innovation and reform in their development.
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